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  ITACS TECH NEWS 
 
  The ITACS name reflects 
the incorporation of all com-
munication services, tele-
phone support, and network 
support into the core com-
puting functions that have 
been provided by NPS since 
1953.  All requests for IT-
related service, whether for 
problem resolution, new 
computer equipment, appli-
cation or web services, net-
work questions, firewall 
requests, or project-related 
needs — begin with the 
Technology Assistance Cen-
ter (TAC aka Help Desk). 
   The TAC has staff mem-
bers who individually spe-
cialize in a number of areas 
and are prepared to handle 
questions dealing with NPS 
IT facilities and services.  
   Common technology 
needs: 
 NPS password stand-
ards, instructions on 




 NPS password reset 
(enables the ability to 
reset, unlock or change 
Welcome New Students! 
password):https://
npspassword.nps.edu 
 NPS uses Microsoft 
Outlook to host email. 
Web access is available 
at: https://
webmail.nps.edu 
TAC (NPS Help Desk) wiki 
page has info regarding 
virus protection, software 
availability, wireless com-
puting, remote access, 
online learning manage-
ment system and much 




NPS and DLI EDU Networks Awarded Accreditation  
All requests for IT-
related service, whether 
for problem resolution, 
new computer equip-
ment, application or web 
services, network ques-
tions, firewall requests, 
or project-related needs 
— begin with the Tech-
nology Assistance Center 
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I N F O R M A T I O N  T E C H N O L O G Y  A N D  C O M M U N I C A T I O N S  S E R V I C E S  
     At least every three years, all operational Navy networks must 
be accredited by the Navy Fleet Cyber Command (FCC) Operation-
al Designated Approving Authority (ODAA). The rigor behind this 
accreditation exceeds that which is required of a Navy Cybersecu-
rity Inspection (CSI) and is broader in its scope. 
      In partnership with the DLI-Foreign Language Center (DLI-FLC) 
and in collaboration with the Navy ODAA, NPS and DLI-FLC were 
authorized over 12 months ago to pursue a joint accreditation by the Navy ODAA. 
This month we received notice that this accreditation was successful. NPS and DLI-
FLC’s EDU networks now have an Authority to Operate (ATO). Of particular note, 
this is the first such EDU network to receive a FULL THREE YEAR ATO directly from 
Navy Fleet Cyber Command and is the very first known combined ARMY/NAVY 
EDU ATO. 
      Together, DLI-FLC and NPS were able to reduce duplication of effort and lever-
age one another’s work, share the cost of the accreditation, and successfully attain 
the accreditation together. More importantly to the NPS  Schools and Depart-
ments, although the CSI at times was disruptive last summer at NPS, the ITACS 
team worked diligently to conduct and document testing and complete remedia-
tion with little or no disruption to classes and research.  
    This is a HUGE accomplishment and NPS and DLI-FLC should be proud of a job 
well done! 
P A G E  2    I T A C S  T E C H  N E W S  
Cybersecurity ~ Email Phishing Continues-How to Protect Yourself 
To review your 
annual training 
requirements, 
please visit NPS’ 
Online Training 
and Certification 








 Newest Generation Microphone Upgrade 
     The NPS Ballroom, King Hall podiums, and the EBC conference table were recently upgraded 
with the newest generation microphones equipped with the technology to capture both the deep-
er lows and higher frequencies of the human voice, resulting in natural sounding events.   
     Originally 9" microphones were purchased for the 18 table positions in the EBC; however, their 
length prevented proper voice amplification of soft-spoken participants.  When commissioned to 
identify and purchase replacement microphones to better support the EBC mission requirements, 
we delivered by upgrading to the Shure MX418C 18” microphone.   
      At twice the length of the original microphones, the 18” flexible mics allow more tranquil presenters to adjust the mics 
for better pickup.  The microphone technology also removes background noise emanating from sources such as projectors 
and ventilation systems, highlights the person speaking, and resists interference from mobile phones and other wireless de-
vices, thereby delivering clear communications with no distractions! 
     The ITACS AV Services Team provides a myriad of portable equipment for NPS-supported events and supports and main-
tains all installed multimedia presentation systems across campus. For Audio Visual Mission & Scheduling Information, 
please email, call, or visit our Wiki site:  http://intranet.nps.edu/ITACS/AudioVisual.htm  or audiovis@nps.edu or  
831-656-2035 
Water Leak in Ingersoll Data Center  
     On the morning of 15 Dec, the alarm which senses water intrusion under the raised floor of 
the Data Center in Ingersoll Hall, sounded notifying the Data Center Operations manager that 
there was water under the floor of the Data Center.   Public Works was immediately notified 
and investigation showed water was coming in from the outside through several unused con-
duit openings.  Public works brought two wet vacuums to clean up the water under the floor.  
Additional Public Works personnel checked the outside of the building and upon removing the accumulated wa-
ter and soil, the problem of several unsealed holes was discovered and the holes were sealed off.  No further 
problems and no damage was done. Public Works personnel were of great assistance. 
     We are looking at adding additional water sensors to provide earlier notification to Data Center and manage-
ment personnel. 
     Sony, Home Depot, Tar-
get, NPS - one of these 
things doesn’t belong here, 
and we’re working to keep it 
that way.  The headlines are 
filled with stories of successful hacking attempts on 
some of the nation’s largest corporations with Sony 
being the most recent and arguably the most sig-
nificant given the scope of its exploitation and de-
struction.  The ITACS Cybersecurity team is working 
to keep NPS from filling similar headlines, but this 
fight requires constant vigilance and a true team 
effort; from the system administrator ensuring the 
proper hardening of their system to the savvy end 
user practicing safe online habits.   
     NPS received an important reminder that the 
cyber fight is always on when it was recently tar-
geted with an “invoice” themed phishing email.  
The email was sent to more than seventy NPS re-
cipients, but fortunately our Barracuda SPAM filter 
was properly “tuned” and successfully blocked eve-
ry single email based upon the malicious payload 
and the reputation of the sender’s address.  How-
ever, had the Barracuda not identified these critical 
indicators, it might have required each user to real-
ize the email was suspicious and not to open any 
attachments or follow any links contained within it.  
It would have taken only one curious user to open 
the email and potentially allow a back door to 
hackers into our network.  Our Barracuda blocks 
nearly 35% of the messages received each day due 
to malicious content or other questionable charac-
teristics, but there are always “leakers” that must 
be detected and mitigated at other layers of our 
defensive strategy, including the end user.    
     Cybersecurity training always warns about cur-
rent event themed phishing, and the holidays and 
the months following are no different.  Unsolicited 
“order confirmation” emails from Target, Home 
Depot, Costco and others as well as “missed pack-
age delivery” notifications from USPS are just some 
of the popular subjects for this past holiday season.   
     ITACS Cybersecurity wishes everyone a very 
Happy and Healthy New Year and stay safe online!! 
 Technology Assistance Center (TAC) 
P A G E  3    I T A C S  T E C H  N E W S  
   TAC (aka IT Help Desk) assists NPS’ students, faculty and staff with their IT needs.   We are located in Ingersoll Hall 
(Bldg. 330) Room 151.  Our normal hours of operation are Mon—Thurs 0800—1600 Fri 0800-1315 and 1445-1600.  We 
can be reached by calling (831-656-1046),   e-mailing (tac@nps.edu), or walk-in.  Our Wiki page (wiki.nps.edu/TAC) has 
instructions and links that can be very helpful in assisting with your needs.   Below are the statistical comparisons for 
TAC customer assistance numbers in FY15 vs FY14: 
December Stats: 
FY15 =  2,622  vs.  FY14 =  3,497   -25% 
Customer Assistance Type—TAC: 
 Phone: calls made to the TAC 
 Email:  emails sent to the TAC for assistance 
 Tech: technician dispatched to user office 
 Walk-in: customer assistance in the TAC 











     The Information Technology Task 
Force (ITTF) provides an open forum 
for the review of NPS’ Information 
Technology strategic decision-
making.  The ITTF provides guidance 
and input to the Chief Information 
Officer (CIO) and Director of ITACS 
in the development and annual up-
date of the NPS ITACS strategic 
plan.   
     ITTF meets on a monthly basis.  A 
meeting was held 11 Dec 2014 and 
the main topics discussed were: 
     Cybersecurity Update ~ 802.1x 
Deployment Update ~ SCIF Expan-
sion Update ~ Labs and Classrooms 
Maintenance       
     Cybersecurity Update showed the 
different types of Holiday Themed 
Phishing along with example emails, 
how to detect and protect yourself 
from this Phishing.  Also brought to 
every ones awareness was a warning 
for Social Networking Sites where ad-
versaries are continuing to target DoD 
Employees to obtain information on 
their location and family.  
     ITACS will begin preliminary testing  
the 802.1x deployment in Ingersoll 1st 
floor during the beginning of January.  
Unmanaged switches will not be mi-
grated for now.  Communication will 
be sent out to the campus community 
once we are ready to begin campus-
wide migration. 
     Tools will be available to trouble-
shoot and assist with 802.1x migration 
ahead of time for both the end user 
and the TAC. 
    The SCIF Expansion is on track. A 
diagram of the new spaces and who 
will occupy them was provided at the 
meeting.   
     Labs and Classrooms Maintenance 
schedule during the winter break 22 
December through 2 January. Halli-
gan, Bullard, and Watkins Hall Learn-
ing Resource Classrooms (LRC) and 
Academic Labs were taken off line for 
short periods of time for re-imaging. 
The upgrade took between 1 - 4 hours 
for each LRC and lab. Signs were post-
ed on the door of the impacted LRC or 
lab during its re-imaging. See Q&A for 
details. (Of note, Spanagel updates 
will start mid-January and be sched-
uled floor-by-floor). 
   All meeting agendas, comments/
ideas, links and presentations are 
posted on the Information Technology 
Task Force Wiki page: 
 https://wiki.nps.edu/x/qYCWEQ  
(case sensitive). 
Dec-14 
LT Greg Syme: 
Awarded the Navy Com-
mendation Medal, Dec. 16, 
for dedicated Cybersecuri-
ty and Operations leader-
ship, and service to ITACS 
and NPS from Feb. 2013 to 
Feb. 2015. 
 
IT Scheduled Maintenance 
 Who:  NPS faculty, staff, and students utilizing the network. 
 What: ITACS coordinates with representatives from the academic, administrative, and technical areas to plan and 
schedule maintenance events that affect services, which may cause  services to be unavailable for up to 5 hours.  
 When: Every Tuesday from 1730-2130.  
 Where: Visit the NPS Intranet Home page for the latest IT maintenance announcements.  
 Unplanned Emergency: Maintenance or special circumstances (power outages or hardware failures, for example) 
that require downtime are announced as necessary.  











Presented with the Navy 
Meritorious Civilian Service 
Award, Dec. 16, for service as 
Deputy Chief Information 
Officer (CIO) and Deputy Di-
rector of ITACS from Decem-
ber 2007 to November 2014. 
 
Congratulations! 
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8 9 10 
11 12 13 
*1730 - 2130 
Maintenance  
14 15 16 17 
18 19 20 
*1730 - 2130 
Maintenance  
21 22 23 24 
25 26 27 
*1730 - 2130 
Maintenance  
28 29 30 31 
*1730 - 2130  Maintenance on  
System-Wide Network and Email 
